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“9/11”

Context

Voice and Data Communications 
Interrupted

Degraded Command, Control, and 
Coordination



Increasing Bandwidth in Southwest Asia
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NIPRNET

226% Increase
in Bandwidth!
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“The No. 1 technology challenge facing warfighters in Afghanistan is the need for 
more bandwidth.” - Maj Gen Croom, JS/VJ6



Malicious Activity Continues to Climb

Virus Growth Per Month
(Internet - “Wild List”)
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(DoD Unclassified Network “NIPRNet”)

120
Jan May NovSepJulMar

140
160
180
200
220
240
260
280
300

1999

2000

2001

225 559 730 780
5,844

22,144 23,662

40,07645,000
40,000
35,000
30,000
25,000
20,000
15,000
10,000
5,000

0
‘01'94 '95 '96 '97 '98 '99 '00

492 Unauthorized DoD Root- Level 
Intrusions (as of 31 Dec 01)""Information Networks must 
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Threats to the Global Information Grid
Traditional Threats
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GIG Bandwidth Expansion Benefits

• Ensures that critical GIG C2 infrastructure has sufficient bandwidth 
with physical diversity
– Provides a minimum four-fold increase in access bandwidth capacity 
– Eliminates single points of failure 

• Fully supports DoD’s continuing investments in surveillance 
capabilities, such as Global Hawk, reachback, sensor-to-shooter 
integration, collaboration, and enterprise computing

Supports the war on terrorism and transformation of US 
defense by providing survivable, critical network foundation 

that enables worldwide network-centric operations



HLS C2 ACTD

History:
• Pre-dates “911” Attacks
• Submitted as Candidate in Feb 2001
• Approved for FY02 Start
• Program only 14-weeks Old
Problem Statement
Nation needs an assured, secure, survivable 
multi-agency network infrastructure and IT 
environment for HLS across DoD, federal, 
state, local govts, and civil authorities
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The ACTD - Three Thrust Areas

1. ASSURED CONNECTIVITY: Preserve the ability to 
coordinate federal, state, and local activities during 
periods of high network disruption

2. THREAT ATTRIBUTION: Capability to assess and 
track the threat across multiple information domains; 
and provide high-confidence, timely alerts

3. COMMAND, CONTROL, COORDINATION:
Provide coordinated response to contain/neutralize 
threats and recover from damage



HLS Communities of Interest and
Response Continuum
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Assured Connectivity
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Crisis Response Demonstration
April 24-25, 2002

Internet

GuardNet

LA Net

NIPRNET

Cox

DISN-LES

SIPRNET

Internet

Starband

Commercial 
Cell

Inform
ation Sharin

g Inform
ation Assu

rance

LA Guard 
EOC

LA State Police EOC

Incident Command Post LA Scene of Action
LA State 
EOC

NRLDISA AITS-JPO
DTRA

Ches. Station 2
Ches. EOC

CINC/JTF JBC

VA Scene 
of Action

LA Guard CST



CONCLUSION

THE CHALLENGE
TO MODEL NETWORKS COMPRISED OF SATTELITE, 
WIRELESS AND IP LINKS IN ORDER TO TEST 
SOLUTIONS THAT CAN:

1. WITHSTAND CYBER ATTACKS OVER SECURE AND 
UNSECURE NETWORKS

2. ENSURE LOW LATENCY, LOW JITTER, END-TO-
END USER TRAFFIC (VoIP, DATA, VIDEO) DURING 
PERIODS OF PEAK CONGESTION AND DISRUPTION
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